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Abstract—Due to ‘aging’, not only the service rate of the
software decreases with time but the software itdeéxperiences
occasional crash/hang failures. Software rejuvenain involves
occasionally stopping the executing software, ‘cleing’ the

‘internal state’ and restarting. Moreover, virtuali zation

technology promotes the process of fair and effiant allocation

of physical resources among virtual machines. In ik paper,

we propose and compare two software rejuvenation picies

such as time based software rejuvenation policy antbad and

time based software rejuvenation policy in server ivtualized

system. First policy is purely time dependent whiléhe second
policy also takes into account the number of transaions

currently queued for service. On the other hand, s®nd is not
only time but also load dependent. These new modektsre

meant to be the running 24x7x365 services with a e
downtime in most of the cases. The Markov StochastiPetri

Net (MSPN) models are constructed to represent thieehavior

of the two systems. The analysis of the system aheduility not

only is calculated for the numerical derivation but also is
carried out the SHARPE tool simulation. Finally, weshow that
the comparison between two models’s system availdibies. As

a matter of fact, both numerical derivation and sinulation’s

results are the same for evaluating the system avability of

these new models.

Keywords-availability; stochastic petri net; software aging;
software rejuvenation policies; virtualization

l. INTRODUCTION

subsequently solved for steady state as well assitgat
conditions. But, we expect that there would be aaldroff
involved between the down time caused due to deakhes
and down time due to rejuvenation depending on bften
it is performed.

The rest of this paper is organized as followsSéttion
2, we discuss the related works, their evaluatemhnique
and result. In Section 3, we explain our proposed t
software rejuvenation policies, state transitionsd a
reachability analysis using two VMs (Virtual Machs)
based on single physical server in detail. The lt®sof
analytic analysis follow in Section 4. Finally, veenclude
our paper in Section 5.

Il.  RELATED WORKS

According to the literature, the software has thiéitg to
recover from a transient fault. Most of the apphescsuch
as N-version programming and recovery block areective
in nature, i.e. only after a failure has occurnemtovery is
started. But, the overhead incurred by such regover
strategies remains high and much research was tone
reduce it.

A. Rezaei et. al. [1] demonstrated how much the
proposed method can improve system availabilitye th
stochastic reward net-based models of a typicaélialized
consolidated server in cases of using a predidiesed
policy, using a time-based policy, and using theaw
combinatory rejuvenation technique are presented an

In current age, Information Technology has becohee t compared.

backbone of every business for every time and ewtigre.

D.Seong Kim et al. [2] constructed non-virtualizaad

The business continuity is a key objective of anvirtualized two hosts’ system models using a tweele

organization; it means that operations are up amshing
24x7x365.
A number of recent studies have reported

hierarchical approach. Then, they incorporate noty o
hardware failures (e.g., CPU, memory, power, ett)abso

thesoftware failures including VMM, VM, and applicatio

phenomenon of “software ages”, characterized byailures. To improve high availability service andi live

progressive performance degradation and/or an aserk
occurrence rate of hang/crash failures of a sofivegstem
due to the exhaustion of operating system resourtes
counteract this phenomenon, a proactive technicliedc
“software rejuvenation” has been proposed.

The contribution of this paper is two rejuvenatpmiicies
from software rejuvenation methodology and virtzetiion
technology which are combined to counteract théwsoée
aging problem for a server virtualized system.

migration in the virtualized system and use metrics
according to system steady state availability, dowa in
minutes per year and capacity oriented availability

F.Machida et al. [3] presented the comparison ofeh
techniques in terms of steady-state availabilityd ahe
number of transactions lost in a year and findsdapimal
combination of rejuvenation trigger intervals foech
rejuvenation technique by a gradient search metiastd
on a server virtualized system.

The behavior of the system is represented through a The work most closely related to our work is thee on
Markov Stochastic Petri Net (MSPN) model which isprovided by T.Thein et al. [4-5]. They use a timely



rejuvenation policy in a high available consolidhsystem.
Different configurations of consolidated serverghie form
of one physical and two physical servers in theesuh of
hot standby are considered. However, they do nosider
the VMM failure and its rejuvenation issues.

Y.Huang et. al. [6] has suggested a software rejaten
technique which is preventive in nature. It inva\eeriodic
maintenance of the software so as to prevent dedkshies.
They define it as the periodic preemptive rollback
continuously running applications to prevent faasirWhile
monitoring real applications, it was observed thaftware
typically "ages" as it is run.

We construct the state transition model to desdtiee
behavior of the server virtualized system with wafte
rejuvenation. We use stochastic Petri Net approadiuild
model and evaluate the model through both anadytaysis
and SHARPE tool simulation.

I1l.  PROPOSEDSYSTEM MODELINGS

A. Software Rejuvenation Policy for Server Virtualized
System

In this section, we discuss on how our model mailses
of the virtualization technology to manage the vepation
process. The idea proposed in this paper is to imeltiple
replicas of the aging application in a single pbgkiserver
configuration, and trigger the rejuvenation of eamte in
response to the detection of software aging.
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Fig.1. Virtual machines based software rejuvengpiatess

In this paper, we create three virtual machines $ingle
physical application server on top of the virtuatian
middleware layer. It consists of one monitoring \ékMLoad
Balancer VM (LB-VM), Active VM (VM1) and Standby
VM (VM2). LB-VM will be used for providing IP failever
capabilities and also used for the monitoring psepof both
active VM and Standby VM. The main application serv
will be running on one VM (Active VM) and the remaig
VM will work as standby server, where we instamtiat
replica of the application server. Figure 1 showsimple
example of a system we consider in this paper.

In LB-VM, we will setup some software modules that
will be responsible for the detection of softwaggng. The
aging behavior of any software can be captured iy ar
more indicators of aging. Our proposed
rejuvenation process is shown in Figure 1.

B. Time Dependent Software Rejuvenation Policy (TDSRP)
for Server Virtualized System

(1)State Transition of TDSRP
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Fig.2. State Transition Diagram of TDSRP

Firstly, we consider a Markov Stochastic Petri Nased
approach to build the time dependent software egjation
policy. The state transition diagram of time depand
software rejuvenation policy for server virtualizegstem is
shown Figure 2. In this model there are five stathe
healthy state (yp the failure probable state (fp the
rejuvenation state (r¢jand the down state (pand the
failure state (Down).

(2)Sochastic Petri Nets Modd for VM Aging

Figure 3 shows the SPN model for time dependent

software rejuvenation policy in single physicalvesr The
circles represent places with dots inside repréasgrihe
tokens held inside that place. It consists of aefitandby
virtual machine servers. Both VMs are “healthy” &iog
states, indicated by a token in placg;Rnd Rp. Active
VM eventually transits to failure probably states place
Pip1 and Ry, through the transition ¢, and T, due to the
software’s performance degradation.

The active VM is still operation in this state. #iat
time, VM can be entered the failure state (Plagg) P
through the firing transition ghwn. During the software
restart, every other activity is suspended; thebitdr arc
from place By and Rown to transition Tocka and Tocke are
used to model this fact. But VM can be switchedrawee
another standby VM. When transition,Tis enabled, the
operation of active VM is switched to standby VMdaa
token is moved to a place e After that operation will be
restarted on standby VM.

From a full system outage, the system can be regair
through the transition dpan and Tepas all VMs are in
healthy state in this model.

software
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For marking B

Table I. Description of Places for TDSRP model ,11Pupl = ,]ZPHD1 + A, Pr, )
Places Description . .
Pupi :  Healthy state offl virtual machines For marking Prej1
Poi © Failure Probably state df virtual machines APy + APy, = 1, Py,
Pol : VMs or one active physical host failure state . 3)
Pi :  Rejuvenation state of'ivirtual machines For marking B,
Pbown . Failure state AP. =A P 4)
( i= 1,234, ... where i= number of virtual F(;ir r‘::);rkingSNP D1
machines) tp2
ASNPDl +/'rpre'b -i-:urepPDorwn::ureppupZ +A1Pupz +A3IDUQ (5)
(3)Reachability Graph for TDSRP model For marking R;

In this section, the reachability graph is congeddor AP = /12pr +)|d pr ©)

the proposed model. This graph represents the esingl’? w.

physical host with virtual machine servers at battive ~ For marking R;

VM and standby VM as shown in Figure 4. Let 10 &spl AP, +A.P_ = u P ©)
2" fp, 37 up, rorg,

(Puply prly Prejly I:)Dly PclockL PupZy pr2: Preij I:)Downy PclockZ)

denote the marking with,P=1, if a token is presented in _

place R and zero otherwise. A marking is reachable from dep2 _:urepPDown (8)

another marking if there exists a sequence of itians The conservation equation of Figure 4 is obtaingd b

firings starting from the original marking that uétsin the g, yming the probabilities of all states in the eysiand the
new marking. The marking process is mapped into @ of equation is 1.

Continuous Time Markov Chain (CTMC) with state spac " " n
isomorphic to the reachability graph of the PN. P +5SP +5Y'P. +P. +P =1 (9

Figure 4 illustrates the reachability graph withuaces IZ_I: up ; o IZ:; réi - "D 7 Down ©
representing the markings and arcs representingilpes Combining the above-mentioned balance equations
transition between the markings. L&t X2, As, M Aa Asw  with the conservation equation, and solving these

and pep be the transition rates associated with Ta, T, simultaneous equations, the closed-form solution tfe
Taown Tsw @nd Tepair respectively. And also, lei be the  system is acquired.

firing time associated with transition.TBy mapping A
14

For marking Bown

through actions to this reachability graph with cktastic =~ rd 10
up upy (10)
process, mathematical steady-state solution otliaén can ? Mg (A +4y)
be get.
The steady-state probability is computed by first P, = #[ AP, (11)
writing down the steady-state balance equatiorSigiire 4 P2 (/12 + /]d) P
as follows.
) Prq' = i (AS + &)[ A] F)up1 (12)
For marking R N (A, +Ay)

:urep I:)up2 + lur IDrejl = Alpupl + /]3Pupl (l)



A A
Poown = Sd L A P, (13)
° Iurep (AZ + Ad) "
__ A
P, = (D) R, (14)
. :i + Al/‘Z
I:)rejl ,Ur (AS (/12 _|_Ad))|:)up1 (15)
A A
P =5 R (16)
Ay (A Ag)
o ={1+{A(1+ /]z/llAd +/%(/13 ¥ (Ajljzd)) ¥ //I]:p /]z/llAd} " /]z/llAd
Gy e
17)
AA
Where A=—%X4 __ (18)
/Jrep(AZ +Ad)

C. Load and Time Dependent Software Rejuvenation
(LTDSR) Poalicy for Server Virtualized System

(D) Sate Transition of LTDSR Policy

The state transition diagram of load and time ddpen
software rejuvenation policy for server virtualizegstem is
shown in Figure 5. In this model there are fivetestathe
healthy state (yp the failure probable state (fPthe
rejuvenation state (RRR), the down state (P and the
failure state (F).
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Fig.5. State Transition Diagram for LTDSRP for SmrVirtualized System

software may change from the healthy state to #ileré
probable state (FP

In the failure probable states, VM performance is
degraded and aging effects render the system ahleliThe
active VM is to be rejuvenated using the rejuvemastate
(R), it will become the healthy state whereas thevadM
is to be rejuvenated using the rejuvenation St&R)(
standby VM will be started and then all the newuesis are
transferred from active VM to the standby VM. When
ongoing requests are finished in the active VM dmeh
active VM will be rejuvenated. After rejuvenatioactive
VM becomes as good as the healthy state.

(2)Stochastic Petri Net Model of LTDSRP

The SPN model for load and time dependent software
rejuvenation policy in single physical server isowh in
Figure 3.

The SPN model for rejuvenation policy in single picgl
server is presented. It consists of active-standirfual
machine servers. The transition,Jc models the arrival
process of requests which are stored in a buffedemno
through place P The transition J...models the service
time of the process.

Fig.6. Stochastic Petri Net Model for LTDSRP fon&e Virtualized
System

Both VMs are “healthy” working states, indicated &y
token in place B;andP,,, As time progresses, active VM
and standby VM eventually transit to failure prolyagtates
in place B, and Ry, through the transitionJ; and Tg,. The
active VM and standby VM are still operation instlstate.

If the number of requests in the buffer is sigmifitly
increased, it might be more convenient to delay the
rejuvenation for a while, in order to process somere
requests, thus reducing the number of lost requests

The active VM and standby VM slowly degrade with
time. After VM has been rejuvenated, it goes backdalthy
state with transition Jj; and Tep. Both active VM and
standby VM are to be rejuvenated the rejuvenatiate sn a

According to the load and time dependent softwargplace R;andPg,using the transition J and T,.The active

rejuvenation policy, first the active VM and stagdbM are

VM and standby VM may be the healthy state in ag@R,,

in the healthy state ()pDue to long periods of time occurs and Ry

performance degradation in the healthy state. Qaljcation



On the other hand, active VM can be switched ower t

another standby VMThe rejuvenation state of active VM in
a place Rgr; is transferred to the standby VM. When
transition T,, is enabledthe operation of active VM is
switched to standby VM and a token is moved to acel
Pup2 After that operation will be restarted on staniihy. At
that time, VM can be entered the down state (PRgG
through the firing transition 4T

Standby VM has the same rejuvenation policy. When

there is a physical server is crash (i.e., thera teken is
placed in place §3) by using transition &. Finally, standby
VM is occurred the failure state in a place By the
transition .

From a full system outage, the system can be mghair
through the transition J,.; all VMs are in healthy state in
place Ry and Ry The description of places is shown in

Table Il.
TABLE II. DESCRIPTIONOF PLACES FORLTDSRPM ODEL

Places Description

Pupi Healthy state ofl virtual machines

Proi Failure Probably state df virtual machines
Poi Failure state of'fvirtual machines

Pri Prri Rejuvenation state dfiirtual machines
Pswi VM switch over state offivirtual machines
Pe Failure state

(i= 1,2 where i= number of virtual machines)

IV. MODELSANALYSIS
A. Downtime
The expected total downtime with proposed modekmin
interval of T time units are

Downtime = (R, + Ry,,,)XT (19)
Downtime = (IZ:;‘ Pr +iZ:1: Prr, +iZ:1: Prr ,)XT (20)

B. Numerical Results
In this section, we show the applicability of oupachel
and solution through numerical results. For thigopse, the

parameters [3] are chosen as follows:
TABLE IIl. TRANSITION FIRING RATES FORTWO SOFTWARE REJUVENATION

POLICIES
Transitions Description Firing Rates (1)
T VM aging rate 2 times/a day
UTsw Mean time to switch over 1min
Ty Failure rate 1time/ a month
1T, Mean time to VM rejuvenation 10 mins
Trepair Mean time to VM repair 1time/hour
Trg VM rejuvenation rate (minor) 2 times/ a day
Tr VM rejuvenation rate (major) 1time/ a day
Tup VM healthy rate 2 times/ hour
Tk VM failure rate 1 time/ a year
Tarive Arrival rate 0.09
Tserve Service rate 1

Downtimes Vs different rejuvenation times

0.0004
0.00035
0.0003
0.00025
0.0002
0.0C015
0.0001
0.0C005
4]

Omn 10mins 20mins 30mins
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Fig. 7. Downtime Analysis Vs different rejuvenatimes for two
software rejuvenation policies in server virtuadzgystem

According to Figure 7, the downtime increment inSRP
model is shown. So, we defined as the higher thd ls on
the system the more steady-state service availatiiviates
from steady-state system availability.

Finally, we have found that the TDSRP’s downtime is
more than LTDSRP’ downtime whereas the LTDSR’s
availability is more than TDSRP’s availability.

V. CONCLUSTIONS

In this paper, we have proposed and compared iefect
two software rejuvenation policies by using virteation
technology that has proved to be highly effective i
counteracting the software aging problem. We have
numerically derived the steady-state system awéifiabnd
downtime in terms of the parameters in the proposedel.

We have found that virtualization technology cath fair
software rejuvenation process and fail-over indbeurrence
of application failures and software aging. By lcadl time
dependent software rejuvenation policy, significacteases
in system availability performance can be achieved.
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