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Abstract: Deployment of IoT devices in many situations will make our daily like more comfortable and make more efficient. 
However, the growing of malware attacks are targeting on IoT devices. The implementation of lightweight IDS for IoT 
environments become a critically important and challenging task. To make the system lightweight, a correlation-based feature 

selection algorithm is applied to significantly reduce the number of features. We used J48 and artificial neural network to observe 
the detection accuracy. The performance of our system is examined in detail and the experimental result indicates that our system 
is lightweight and has high detection accuracy. 
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1. Introduction     

IoT (Internet of Things) era has been coming up and our 

world will become more convenient and more efficient. 

According to the Cisco Visual Network Index, mobile data 

traffic will grow at a compound annual growth rate of 47 percent 

from 2016 to 2021, reaching 49 exabytes per month by 2021 [1]. 

The greater the growing of mobile and IoT infrastructure, the 

more challenging of cyber-security occurs. In the attempted 

attacks against IoT devices over the 2016, the average of IoT 

device was attacked once every two minutes [2]. Cybercriminals’ 

interest in IoT devices continues to grow and many malware 

attacks for smart devices picked up to three times in the 2017. 

Kaspersky Lab have collected 121,588 malware samples in 2018 

[3].  

Intrusion detection system (IDS) system is an efficient 

technique to protect the network effectively. An IDS is a 

specialized tool that knows how to parse and interpret network 

traffic and host activity [4]. There are mainly two types of IDS, 

named anomaly and misused-based IDS. Anomaly detection is 

to distinguish the activity which is differing from the normal 

system activity. Misused-base IDS stores a database of known 

attack signatures and can compare patterns of activity, traffic, or 

behavior it sees in the data it’s monitoring against those 

signatures to recognize when a close match between a signature 

and current behavior occurs [4]. Above of these approaches may 

be done by machine learning techniques to get the better 

detection response. The more records are trained, the more 

accurate sequence may be detected. Although the large number 

of training records is required, the large number of features 

becomes the challenge to implement the lightweight detection 

architecture on resource constraint devices especially on 

Raspberry Pi. 

Feature selection methods can be used to select the relevant 

features which may be most related with desired results. The 

irrelevant or redundant features may not only raise the 
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computation and storage cost and even deteriorate the detect 

accuracy, which has also been said by sore other researches [5]. 

And, they should not condense the accuracy of a predictive 

model [6]. There are mainly three types of feature selection 

methods such as filter-based, wrapper-based and 

embedded-based approaches [7]. Every approach has its own 

weaknesses. For example, finding the suitable learning is 

difficult in filter-based approaches. Although the filter-based 

approach is computationally light, the accuracy may be reduced 

due to the fact that the nature of the underlying algorithm is 

ignored. The huge number of computing will be required in the 

wrapper-based approaches because of the combination process 

of feature selection and learning process. The embedded-based 

approach is to incorporate the selection process with the training 

part.  

The important challenge is that much amount of features 

and records is difficult to implement the lightweight detection 

system on resource constraint devices. Addition, the number of 

features, it is needed to use for detection should not be large and 

the classifier also must be simple. Another challenge is how to 

find suitable datasets for training and testing the detection 

system. Many researches still use KDDCUP 99 datasets [8] or 

its variant version KDD NSL [9]. Obviously, such datasets are 

too outdated. For example, they have no or not enough modern 

attacks and the distribution of the data in networks has also 

changed much. 

In this paper, the main contribution is the implementation 

of machine learning based, lightweight IDS for IoT environment 

which is proposed on Raspberry Pi. In the proposed detection 

system, the number of features used for detection is greatly 

decreased using CFS algorithm. Another contribution is the 

examining the processing time between using feature selection 

and not using feature selection. The results indicate that using 

CFS to select feature is very effective for implementing a 

lightweight IDS. Specifically, it can greatly reduce the 

processing time almost without sacrifice of detection rates.  
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2. Related Works 

Most of the public IDS are based on pattern matching and 

are static approaches. Attacks are becoming sophisticated and 

attackers can circumvent rules-based detection techniques. Thus, 

machine learning based approaches are thought to be promising. 

Most of previous IDS researches [10]–[12] used KDDCUP 

99 dataset and machine learning algorithms were used for 

implementing the detection system. Another popular dataset, the 

variant of KDDCUP 99, named KDD-NSL dataset was also used 

in IDS researches [11], [13], [14]. However, such datasets are 

too outdated and not enough the modern attack distribution 

records. In recent years, as more and more IoT devices are 

actually deployed, IDS in IoT environments has attracted 

attentions from many researchers and developers. The 

researches [15], [16] addressed specific types of threats 

targeting specific devices.  

The researches [16]–[19] proposed IDS solutions also using 

Raspberry Pi. The automata based IDS [16] was implemented 

by constructing the previous traffic natures and matching the 

present traffic for detecting three types of attacks such as 

replay-attack, jam-attack and fake-attack. The experimental 

results in the works [17], [18] indicated that public IDS systems, 

snort and bro, can be run on Raspberry Pi device. The work [17] 

observed that when such traditional IDS are used on Raspberry 

Pi, the rules must be limited and otherwise, the Raspberry Pi 

system will crash. An IDS/IPS solution for RFID using 

Raspberry Pi is implemented in the work [19]. Although all the 

above researches claimed a detection system is implemented and 

some attacks are successfully detected, obviously how to make 

the detection system itself lightweight is critical and 

unavoidable if we want to implement an actually efficient 

detection system in IoT environments.  

 

3. Proposed System 

The general flow of our IDS architecture is shown in 

Figure 1. We used the CFS feature selection for select the most 

relevant features from the original dataset. There are 49 features 

on the original dataset. If we will use all of features from the 

dataset, the procedure will take too long to processes, not only 

training but also testing. After using CFS feature selection, we 

could select the most important features from the dataset. 

Therefore, CFS feature selection can greatly reduce the 

processing time. The selected features are used to process the 

training with the classifiers, J48. And, we also used neural 

network classifier because of the high classification capability 

of the algorithm. In the test phase, the selected features are used 

to decide the classification accuracy. Finally, we will compare 

the detection accuracy with the results of machine learning 

algorithm, J48 and artificial neural network also. The main 

objective of our system is to implement the lightweight 

detection system on resource constraint device, Raspberry Pi. 

 

 

Figure 1. General flow IDS architecture   

 

3.1 Correlation-Based Feature Selection (CFS) 

To implement a lightweight detection system, a lightweight 

feature selection process is necessary. Correlation-based feature 

selection (CFS) can be used in the filter-based approach and it is 

a simple algorithm evaluating the corresponding relations 

between the outputs and correlated input features [20]. This 

algorithm claims that feature selection for classification in 

machine learning can be achieved on the basis of correlation 

between features. Empirical evidence shows that, along with 

irrelevant features, redundant information also should be 

eliminated [21], [22]. A feature is redundant if one or more of 

the other features are highly correlated with it. The CFS 

algorithm is based on the fact that a good feature subset is one 

that contains features highly correlated with the class and 

uncorrelated with each other. Irrelevant or redundant features 

should be ignored also because they may raise the computation 

process and even worsen the detection accuracy. Equation (1) 

gives the merit of a feature subset and the feature subset having 

the highest merit will be the result of feature selection. In 

Equation (1), k is the number of features in the current subset, 

������ is the average value of all feature-class correlations and ������ 

is the average value of all feature-feature correlations. CFS can 

support most of the attribute types such as binary, date, nominal, 

empty (missing) values and unary attributes.  

M�� =
��������

����(���)�������
   (1) 

 

3.2 Artificial Neural Network 

Machine learning is a subset of Artificial Intelligence (AI) 

in the field of computer science that often uses statistical 

techniques to give computers the ability to learn with data. It 

could understand how to program them to learn, to improve 

automatically with experience and its impact would be dramatic 

[23]. Artificial Neural Networks (ANN) provides a general, 

practical method for learning real-valued, discrete-valued, and 

vector-valued functions [23]. It is important machine learning 

tool used for classification and clustering. It is an attempt to 

build machine that will mimic brain activities and be able to 

learn. ANN is able to perform classification and even discover 

new trends or patterns in data. Basic ANN is composed of three 
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layers such as input, output and hidden layer. Each layer can 

have number of nodes and nodes from input layer are connected 

to the nodes from hidden layer. Nodes from hidden layer are 

connected to the nodes from output layer. Those connections 

represent weights between nodes. The typical neural network 

process flows are shown in Figure 2. There are mainly two 

phases such as forward and backward process. The backward 

process is to adjust the weight vectors between each connection 

and can generate the optimal weight vectors for testing/detection 

purpose.  

 

Figure 2. Typical neural network process 

 

3.3 J48 

J48 (C4.5) is one of decision tree generation algorithms 

developed by Ross Quinlan [24]. It is the descendant of the ID3 

algorithm and can be used as a statistical classifier. It is a 

tree-like structure which consist root node and leaf nodes are 

derived from it. The leaf nodes may represent classes or class 

attributes. It is constructed by using information gain and 

entropy criteria. And then, it generates the rules for the target 

outcomes. It can handle both continuous and discrete features. 

By using the pruning techniques, the overfitting problem can be 

solved. It can also be used on training data having incomplete 

data and different weighted features. J48 is used in many 

researches and actual systems. 

 

4. Experiments 

Our experiments are done by using Python programming 

language. We used the supporting python libraries, specially on 

scikit-learn [25]. We used this library for implementing not only 

decision tree but also neural network. And also, keras [26]and 

tensorflow [27] libraries are also used for implementing neural 

network program. Raspberry Pi 3 Model B is the experiment 

platform to implement our lightweight IDS. The dataset 

UNSW-NB 15 [28], [29] is used as training data and test data.  

J48 is used for classification and is to mention the possible 

features subsets, could be handled.  We also implemented the 

neural network program. We will compare the detection 

accuracy between J48 and neural network. The effectiveness of 

CFS algorithm is examined, including its influence on 

processing time and detection rates.  

4.1 Dataset 

UNSW-NB15 was created in the Cyber Range Lab of the 

Australian Centre for Cyber Security (ACCS) [28], [29]. Totally, 

175,341 instances are randomly selected from this dataset 

including nine different kinds of attacks as shown in Table 1. 

Table 1. Nine kinds of attacks in UNSW-NB15 [29] 

Attack Type Description 

Fuzzers Attempting to cause a program or network 

suspended by feeding it the randomly 

generated data 

Analysis It contains different attacks of port scan, 

spam and html files penetrations 

Backdoors A technique in which a system security 

mechanism is bypassed   stealthily to 

access a computer or its data 

DoS A malicious attempt to make a server or a 

network resource unavailable to users, 

usually by temporarily interrupting or 

suspending the services of a host connected 

to the Internet. 

Exploits The attacker knows of a security problem 

within an operating system or a piece of 

software and leverages that knowledge by 

exploiting the vulnerability. 

Generic A technique works against all block-ciphers 

(with a given block and key size), without 

consideration about the structure of the 

block-cipher. 

Reconnaissance Contains all Strikes that can simulate attacks 

that gather information. 

Shellcode A small piece of code used as the payload in 

the exploitation of software vulnerability. 

Worms Attacker replicates itself in order to spread to 

other computers.   Often, it uses a computer 

network to spread itself, relying on security 

failures on the target computer to access it. 

 

The 49 features are recommended in the original datasets 

[28], [29]. In our experiment, we also used the selected input 

features such as service, sbytes, sttl, dttl, slode, ct_dst_sport_ltm, 

ct_srv_dst and, attack label.  

 

4.2 Supporting Python Libraries 

We used the supporting libraries to implement the python 

program, especially on Scikit-lean, Keras and Tensorflow. 

 

4.2.1 Scikit-learn 

Scikit-learn is the supporting tool to implement many 

machine learning algorithms efficiently [25]. It also provides the 

function to split datasets into multiple subsets including for 

splitting train and test set. We used this function to split the 

dataset by one-third of dataset as test set and two-third of dataset 

as train test, also. 
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4.2.2 Keras 

Keras is a high-level neural networks API, written in 

Python and capable of running on top of the dependencies 

including tensorflow. It was developed with a focus on enabling 

fast experimentation [26]. It is running on the top of the 

Tensorflow [30]. It can also support the multilayer perception.   

 

4.2.3 Tensorflow 

Tensorflow is more complex library for distributed 

numerical computation using data flow graphs. It makes it 

possible to train and run very large neural networks efficiently 

[25]. Tensorflow was originally created at Google and it is an 

open source software library for high performance numerical 

computation [27]. It can strongly support for machine learning 

and deep learning for many other scientific domains.  

 

4.3 Performance Evaluation 

The performance (processing time and detection accuracy) 

of our system for detecting each of the different nine kinds of 

attacks is examined. The investigated detection accuracy based 

on these criteria, TP (true positive), FP (false positive), TN (true 

negative) and FN (false negative). The detection accuracy is 

compared by TPR (true positive rate) and FPR (false positive 

rate). 

In our experiment, we found that, in the case of all the 

original 49 features are used, our Raspberry Pi could only 

handle about 80% at the most of the dataset. That is, the system 

crashed when more instances were used. Thus, in our 

experiment, 140,273 instances are used, which almost reached 

the up-limitation of our system when all the 49 features are used. 

Of the 140,273 instances, 92,580 instances (about two thirds of 

the total) are used for training and 47,693 instances (about one 

third of the total) for test. Anyway, after the CFS algorithm is 

used to decrease the number of input features to seven, our 

Raspberry Pi can handle the whole dataset. 

 

4.3.1 Processing Time 

According to our experiment, the processing time for each 

kind of attacks was decreased greatly with the help of the CFS 

algorithm. Because of the space limitation, only the total 

training times for all the nine kinds of attacks are shown in 

Table. 2. Again, J48 algorithm is used as the classifier in our 

system. The total training time is 80.98 seconds for processing 

92,580 instances in the case of using CFS selected features. On 

the other way, the training time is 210.29 seconds for the same 

instances in the case of using all features, without using CFS 

feature selection. These result shows that the usage of CFS 

feature selection can assist the processing time to be faster than 

the original one that is around three times of the processes. 

 

 

 

 

 

Table 2. Processing time (with seconds) comparison between 

using CFS and not using CFS in the case of J48 

 Using CFS Not using CFS 

Training 80.98  210.29  

Testing 8.75  17.87  

 

The total testing time comparison also shows in the Table 3. 

We used 47,693 records for testing purpose for detection 

accuracy. We compare the processing time between using CFS 

and not using CFS in the case of J48 classifier in the table. This 

table also shows that the CFS feature selection can assist the 

processing time to be faster, and it can decrease to the half of 

normal processing time. The usage of CFS selected features will 

need around 8.75 seconds for the 47,693 instances. Therefore, 

only 0.19 milliseconds are needed for single processing unit. 

The processing time will increase up to 0.37 milliseconds if we 

will use all features of the dataset. These results shows CFS can 

support the detection system to be lighter.  

 

4.3.2 Detection Accuracy: J48 Classifier 

The investigation result on detection rates is shown in 

Figure 3 and 4. 

 

Figure 3. The TPR (True Positive Rate) and FPR (False Positive 

Rate) not using CFS feature selection in the case of J48 

 

The true positive rate (TPR), not using CFS is shown in 

Figure 3. Almost of the attack types except “worms”, the attack 

detection (true positive) rates are more than 90 percent. 

However, the processing time will be needed and only 80 

percent of dataset can be used to detection system. Another way, 

CFS feature selection, we used to select the effective features 

for dataset. After using CFS feature selection, this detection 

system can be handled all instances of dataset. Figure 4 shows 

the detection accuracy of J48 algorithm using CFS feature 

selection. We will compare the detection accuracy between 

using CFS features and not using CFS features in Figure 4 and 5. 

In this comparison, we only compare the detection result by 

using 80 percent of dataset because Raspberry Pi can only 

handle to process 80 percent of records if we will use all 

features. According to the results, the detection rate for worms 

attack is slightly increased after applying the CFS selected 

features although other attacks’ detection rates are slightly 

decreased. However, the processing time will be significant 
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decreased and the large number of training and testing records 

can be used. The more number of training records may assist the 

detection results to be stable. 

 

 

Figure 4. The TPR (True Positive Rate) and FPR (False Positive 

Rate) using CFS feature selection in the case of J48 

 

From Figure 3 and 4, we can observe that, if the CFS 

algorithm is used for feature selection, the processing time has 

been reduced greatly for both training and testing, without clear 

sacrifice of detection rates. 

 

4.3.3 Detection Accuracy: Artificial Neural Network (ANN) 

In the case of implementing the artificial neural network, 

we also used the selected features by CFS because this feature 

selection is effective, as mentioned in section 4.3.1 and 4.3.2. 

The detection results are shown in Figure 5. Almost of TPR of 

ANN based classification are better than using J48 algorithm 

and these are around 100 percent detection rate. On the other 

side, FPR of J48 results are better than ANN. However, these 

results are very depending on our implemented neural network 

program which is based on python libraries. Our mission, to 

implement lightweight system, we constructed the network 

structure with single hidden layer with the limited number of 

epochs. And also, we also used sigmoid activation function to 

adjust the weight vectors.  

 
Figure 5. TPR (True Positive Rate) and FPR (False Positive 

Rate) using the CFS feature selection in the case of ANN 

 

4.3.4 Observations 

Using the CFS algorithm greatly made our system to be 

lightweight. In particular, after the number of features was 

significantly decreased, the processing time for training and that 

for testing are reduced greatly.  

In the case of J48 algorithm, our detection system had 

similar detection accuracy (see Figure 3 and 4). That is, our 

system successfully accomplished lightweight with almost no 

sacrifice of detection accuracy. 

In the case of ANN algorithm, our detection system had 

more accurate result in almost of the attack types. Our 

lightweight detection system even has better detection accuracy 

in almost of the cases, except “Fuzzers” attack which is slightly 

decreased around 0.008. The experiment results show that the 

irrelevant or redundant features may only raise the computation 

and storage cost. 

 

5. Conclusion and Future Work 

Due to the limited computing resources of IoT devices and 

targeting of cyber-attacks, how to design and implement 

lightweight intrusion detection systems for IoT environments 

has been an urgent issue. In this study, based on machine 

learning technology, we implemented a lightweight system for 

detecting cyber-attacks in IoT environments. In our system, we 

use a lightweight and efficient feature selection algorithm, CFS, 

to reduce the number of irrelevant features. Our system was 

implemented on a Raspberry Pi system and its performance was 

examined using UNSW-NB15 dataset. According to our 

experiment, our system can handle all the instances in this 

dataset and has a much higher speed for training and having 

almost no sacrifice of detection accuracy. In the future work, 

also we will continue the implementation of the lightweight 

detection architecture on Raspberry Pi to get the high detection 

rate with low false alarm.  
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